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L. BACKGROUND AND INTRODUCTION

Plaintiff William Silverstein is an individual who provides internet web hosting and e-mail
services as a sole proprietorship. Compl. § 1. Plaintiff alleges that defendants E360Insight, LLC
(*E360™), Bargain Depot Enterprises, LLC, aka bargaindepot.net (“Bargain Depot™), David Linhardt
(“Lindhardt”), and Moniker Online Services, LLC (“Moniker™), are engaged in the business of sending
illegal, unsolicited commercial e-mail, otherwise known as “spam.” On March 16, 2006, plaintiff filed a
complaint in the Los Angeles County Superior Court, asserting claims against ail defendants for: (1)
violation of California Business and Professions Code § 17529.5 et seq.; and (2) violation of the
Controlling the Assault of Non-Solicited Pornography and Marketing Act of 2003 (“the CAN-SPAM
Act”), pursuant to 15 U.S.C. § 7702. Plaintiff seeks injunctive relief, statutory damages of $1,000 for
each of the complained of e-mails in accordance with California Business and Professions Code §
17529.5, statutory damages of $123 per e-mail under the CAN-SPAM Act, aggravated damages of $375
per e-mail in accordance with 15 U.S.C. § 7706(g)(3)(C), general damages to be determined at trial,
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punitive damages in an amount no less than $11,700,000, and attorneys’ costs and fees. On April 30,
2007, defendants removed the action to this Court based on federal question jurisdiction under the CAN-
SPAM Act and diversity jurisdiction.'

On May 7, 2007, defendants Linhardt, Moniker, E360 and Bargain Depot filed a motion to dismiss
the Complaint pursuant to Federal Rules of Civil Procedure 12(b)(2) and 12(b)(6). Defendants also
request that portions of the Complaint be stricken pursuant to Federal Rule of Civil Procedure 12(f).

Plaintiff filed an opposition to defendants’ motion on June 12, 2007. Defendants filed a reply thereto on
June 18, 2007.

On May 29, 2007, plaintiff filed a motion to strike defendants’ notice of interested parties, and a
motion to remand. Defendants filed an opposition to plaintiff’s motions on June 11, 2007. Plaintiff filed a
reply thereto on June 18, 2007,

A hearing was held on June 25, 2007.

1I. DEFENDANTS MONIKER AND LINHARDT’S MOTION TO DISMISS PURSUANT TO
12(b)(2)

A. Legal Standard for Motion to Dismiss Pursuant to Rule 12(b)(2)
1. General Jurisdiction

Depending on the nature of the contacts between the defendant and the forum state, personal
jurisdiction is characterized as either general or limited. California’s long-arm jurisdictional statute is
coextensive with federal due process requirements, so that the jurisdictional analysis under state law and
federal due process are the same. Roth, 942 F.2d at 620. In order for a court to exercise personal
jurisdiction over a nonresident defendant, that defendant must have “minimum contacts” with the forum
state so that the exercise of jurisdiction “does not offend traditional notions of fair play and substantial
justice.” Internationat Shoe Co. v. Washington, 326 U.S. 310, 316 (1945). “The Supreme Court has
bifurcated this due process determination into two inquiries, requiring, first, that the defendant have the
requisite contacts with the forum state to render it subject to the forum’s jurisdiction, and second, that the

' The parties do not appear to object to this Court’s jurisdiction based on diversity of
citizenship. Even if the parties are not diverse, the Court would have subject matter jurisdiction

because of plaintiff’s claim under the CAN-SPAM Act.
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assertion of jurisdiction be reasonable.” Unocal, 248 F.3d at 925 (quoting Amoco Egypt Oil v. Leonis
Navigation Co.. Inc., 1 F.3d 848, 851 (9th Cir. 1993)(citations omitted)). A court may have general
jurisdiction over a nonresident defendant when that defendant’s activities within the forum state are
“substantial” or “continuous and systematic,” even if the cause of action is “unrelated to the defendant’s
forum activities.” Perkins v. Benguet Consol. Mining Co., 342 U.S. 437, 446-47 (1952); Data Disc, Inc.
v. Systems Tech. Assoc., Inc., 557 F.2d 1280, 1287 (9th Cir. 1977).

2. Specific Jurisdiction

A court may assert limited jurisdiction over a cause of action that arises out of a defendant’s
forum-related activities. Rano v. Sipa Press, Inc., 987 F.2d 580, 588 (9th Cir. 1993). The test for limited
personal jurisdiction has three parts:

(1)  the defendant must perform an act or consummate a transaction within the forum,
purposefully availing himself of the privilege of conducting activities in the forum
and invoking the benefits and protections of its laws;

(2)  the claim must arise out of or result from the defendant’s forum-related activities;

(3)  exercise of jurisdiction must be reasonable.

Id.; see also Burger King Corp. v. Rudzewicz, 471 U.S. 462, 475-76 (1985).

The third prong, reasonableness, requires the Court to balance seven factors: (1) the extent of the
defendant’s purposeful availment, (2) the burden on the defendant, (3) conflicts of law between the forum
state and the defendant’s state, (4) the forum’s interest in adjudicating the dispute, (5) judicial efficiency,
(6) the plaintiff’s interest in convenient and effective relief, and (7) the existence of an alternative forum.
Roth v. Garcia Marquez, 942 F.2d 617, 623 (9th Cir. 1996).

Where, as here, the court decides a motion to dismiss for lack of personal jurisdiction without an
evidentiary hearing, the plaintiff need only make a prima facie showing of jurisdictional facts to withstand
the motion to dismiss. Ballard v. Savage, 65 F.3d 1495, 1498 (9th Cir. 1995); Doe v. Unocal Corp., 27 F.
Supp. 2d 1174, 1181 (C.D. Cal. 1998), aft"d, 248 F.3d 915 (9th Cir. 2001). Plaintiffs’ version of the facts
is taken as true for purposes of the motion if not directly controverted, and conflicts between the parties’
affidavits must be resolved in plaintiffs’ favor for purposes of deciding whether a prima facie case for
personal jurisdiction exists. AT&T v. Compagnie Bruxelles Lambert, 94 F.3d 586, 588 (9th Cir. 1996).
i
i
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B. Discussion as to Moniker
1. General Jurisdiction

In his complaint, plaintiff alleges that Moniker is a limited liability corporation, duly organized in
Florida, with its principal place of business in Florida. Compl. §2. Plaintiff further alleges that Moniker

“operates highly interactive web sites that are specifically programmed to conduct business with California
residents.” Compl. § 14.

Moniker contends that plaintiff has failed to meet his burden of demonstrating that Moniker s
subject to the general jurisdiction of this Court because plaintiff has not alleged that Moniker has had
“continuous and systematic contacts with the forum.” Mot. at 7. Moniker submits a declaration from Eric
Harrington (“Harrington”), President of Domain Systems, Inc., the managing member of Moniker. Mot. at
20. In his declaration, Harrington states that Moniker does not own, use or possess any real property in
California; does not pay taxes in California; does not maintain an account with a California bank; is not
registered to do business in California; and is not licensed or regulated by any government agency in
California. Decl. of Eric Harrington (“Harrington Decl.”) at 9 5,6. Additionally, Harrington states that
Moniker has never had employees in California; that it has no office; mailing address post office box or
telephone directory listing in California; that Moniker does not advertise in California; and that the

corporation has never made a general appearance in an action in any state or federal court in California.
Harrington Decl. 9 7-9.

Plaintiff responds that Moniker is subject to general jurisdiction of this Court because it “owns the
domain names that were advertised by the spam at issue in this case. Moniker then Jeased these domains
to the other [d]efendants.” Opp’n at 4. Plaintiff contends that Moniker’s privacy service operates by
“taking ownership of the domain name, and then leasing the domain name to their customer for a fe,
while keeping the identity of the actual and current domain name lessor a secret.” 1d. Additionally,
plaintiff asserts that Moniker has not disputed that it “regularly and systematically solicit[s] business from
and conducts business with California residents” or that it “operates highly interactive web sites that are
specifically programmed to conduct business with California residents.” Id. Finally, plaintiff argues that
Moniker has sent sales people to trade shows in California to solicit business. Opp’n at 4-5.

With respect to general jurisdiction, Moniker responds that although plaintiff asserts that Moniker
owns the domain names from which the alleged spam was sent, such allegation is not contained in the
Complaint, and is not supported by an affidavit, declaration or any other document by which the Court can
attribute the e-maiis to Moniker. Reply at 3. Additionally, Moniker contends that plaintiff cannot meet
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his burden of establishing general jurisdiction by vaguely asserting that Moniker “‘regularly and
systematically solicits business from and conducts business with California residents” or that it “operates
highly interactive web sites that are specifically programmed to conduct business with California residents
without asserting particular facts to establish the connection between Moniker and this forum state.”
Reply at 3 (citing Greenspun v. Del. E. Webb Corp., 634 F.2d 1204, 1208 (9th Cir. 1980)). Finally,
Moniker argues that its presence at the trade show does not establish general jurisdiction.? Reply at 3-4.

2. Specific Jurisdiction

With respect to specific jurisdiction, Harrington states that Moniker was not involved in the acts
complained of in the Complaint, and that Moniker did not send, authorize or have knowledge of the emails
complained of the Complaint. Harrington Decl. § 11-12.

Plaintiff responds that Moniker is subject to specific jurisdiction because “{t]he harm complained
of in this case arises from the illegal spam being sent to [p]laintiff through [p]laintiff's servers located in
Los Angeles{,] California[,] advertising [d]efendants’ web sites.” Opp’n at 5. Additionally, plaintiff
argues that, even if the alleged facts did not connect Moniker to this jurisdiction, Moniker contracted with
JICANN (the international organization that licenses all internet domain registrars) that it would accept
liability for illegal use of their domain name where Moniker fails to identity the current lessor of the
domain name where reasonable evidence of actionable harm is provided by the requesting party. Opp’n at
5 (contract not provided in record).

Moniker responds that the e-mails were not sent on behalf of Moniker. Harrington Decl. § 13.
Moniker points out that, in the Complaint, plaintiff alleges that “Moniker’s only involvement in the
activities complained of herein is Moniker’s concealment of the identity of [d]efendants.” Mot. at 4
(citing Compl. § 4). Additionally, Moniker argues that even if the alleged conduct is true, it is
“insufficient for this court to exercise personal jurisdiction over Moniker.” Reply at 4.

Neither party asserts facts regarding the other factors which the Court must balance such as, the
burden on the defendant, conflicts of law between the forum state and the defendant’s state, the forum’s

2 Moniker also requests that the “Wagner Declaration” on which plaintiff relies to
establish Moniker’s presence at the trade show should be stricken because the operative
representation merely states that Moniker “appeared” to be “soliciting business,” an
unsubstantiated statement. Reply at 4. The Court does not rely on the “Wagner Declaration”

because it appears that plaintift failed to file the declaration with the Court.
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interest in adjudicating the dispute, judicial efficiency, the plaintiff’s interest in convenient and effective
relief, and the existence of an alternative forum.

Although “[u]sing e-mail to communicate with other computer users may subject a non-resident to
local personal jurisdiction,” the Court must consider the extent of the contact with the forum. Judge
William W, Schwarzer, Judge A. Wallace Tashima, and James M. Wagstaffe, Federal Civil Procedure
Before Trial 3:221 (The Rutter Group 2007) (“Federal Civil Procedure Before Trial”). For example,
“[t]ransmitting data through interstate communication facilities does not normally constitute a sufficiently
‘continuous, systematic’ activity to subject the sender to unlimited (general jurisdiction) wherever the
transmissions are received.” Federal Civil Procedure Before Trial 3:222 (citing Naxos Resources (U.S.A.)
Ltd v. Southam Inc., 1996 WL 662451 (C.D. Cal. 1996)). However, it has been suggested by some courts
that “‘substantial, ongoing’ advertising on the Internet could subject a nonresident advertiser to general
junisdiction locally (i.e., on claims unrelated to the advertising).” Id. {citing EDIAS Software Int’t, L.L.C.
v. BASIS Int’l, Ltd., 947 F. Supp. 413, 417 (D. Ariz. 1996); Mieczkowski v. Masco Corp., 997 F. Supp.
782, 787-88 (E.D. Tex. 1998)). Business transactions which are conducted via the internet, may subject
the defendant to specific jurisdiction and are subject to the same analysis as traditional business
transactions. Federal Civil Procedure Before Trial 3:235 (citing Zippo Mfg. Co. v. Zippo Dot. Com, Inc.,
052 F. Supp. 1119, 1124 (W.D. Penn. 1997) {“Traditionally, when an entity intentionally reaches beyond
its boundaries to conduct business with foreign residents, the exercise of specific jurisdiction is proper . . .
Different results should not be reached simply because business is conducted over the Internet.”).

Based on the record before it, the Court cannot determine whether it would be proper to assert
general or specific jurisdiction over Moniker. Therefore, the Court continues Moniker’s motion to dismiss
for lack of personal jurisdiction for 45 days to enable the parties to conduct jurisdictional discovery.

C. Discussion as to Linhardt

1. General Jurisdiction

Linhardt states that he is the President of €360, and that he is a resident of Lake County, Illinois.
Decl. of David Linhardt (“Linhardt Decl.”) at 1. Additionally, Linhardt states that: his only place of
business is in Cook County, Illinois; he does not own, use or possess any real property in California; he
does not pay taxes in California; he does not maintain an account with a California bank; he is not
registered to do business in California; he is not licensed or regulated by an government agency in
California; he does not and never has had employees in California; he has no mailing address, post office
box or telephone directory listing in California; he has never made a general appearance in an action in any
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state or federal court in California; he does not advertise in California; and he has never personally
conducted business in California or, to the best of his knowledge, with a California resident. Linhardt
Decl. ) 2-9.

Plaintiff responds that Linhardt maintains an office in Laguna Hills, has appointed an agent of
service for process at that office, and was served at that office. Opp’n at 6. Plaintiff further contends that
Linhardt uses a commercial mail receiving agent (“CMRA”) in Laguna Hills as his California office, and
therefore in contracting with the CMRA, he knowingly and willfully accepted California junisdiction
pursuant to California Business and Professions Code § 17538.5(f) (mandating that a CMRA within the
state must obtain written acceptance of such jurisdiction from its customers). Opp’n at 6. Because
Linhardt has been served at his Laguna Hills office, plaintiff contends that he is subject to jurisdiction in
California. Opp’n at 6 {citing to Burnham v. Superior Court of California, 495 U.S. 604) (referring to
Decl. of Lisa Coleston and proofs of service in Ex. B, and “Decl. of Arin, Ex. G” which is not filed with
the Court).

Additionally, plaintiff asserts that through his counsel, Linhardt has filed a sworn declaration in a
“separate by related federal case,” €360 Insight, LLC and David Linhardt v. The Spamhaus Project, Cas
No. 06-CV-03958 (N.D. of Tll.), “to the effect that he personally lost business and business opportunities
in California due to acts of [d]efendants in that separate case.” Opp’n at 6 (no citation to the N.D. IIl,
Linhardt Decl.).® Plaintiff argues that, based on the statements in his affidavit, Linhardt “makes
abundantly clear . . . that he personally conducts business with, and solicits business from California
residents.” Opp’n at 7.

1
11/
1

? Plaintiff attaches the affidavit of David Linhardt, purportedly filed in the Northern
District of Illinois. However, there is no authenticating declaration. In the affidavit, Linhardt
states that “e360 and I have suffered disastrous consequences as a direct result of being placed”
on an ISP blacklist targeted at spammers, “e360 and I have had active and pending contracts
cancelled as a result of” being placed on the list, and “e360 and I have lost numerous
opportunities to obtain future work as a result of [defendant’s] conduct.” Linhardt Affidavit ¥
31-33. Linhardt further attests that these lost business opportunities include “Net Blue, Cogent,
Habeas, [and] Yipes,” which plaintiff asserts have principal places of business in Califormia.
Linhardt Affidavit § 33 (exhibits attached attached but no authenticating declaration). Linhardt

further states that his reputation has suffered significantly. Linhardt Affidavit § 35.
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2. Specific Jurisdiction

Linhardt states that he was not personally involved in the acts complained of in the Complaint, and
therefore argues that has not purposefully availed himself to this forum. Linhardt Decl. §9.

Additionally, Linhardt argues that he is not subject to this Court’s jurisdiction because of his
actions as President of €360 and Bargain Depot, a division of €360. Mot. at 8. Linhardt argues that, for
jurisdictional purposes, “the acts of officers and directors of an entity are considered the acts of the entity
exclusively and are not material for purposes of establishing minimum contacts as to the officers and
directors.” Mot. at 8 (citing Shearer v. Superior Court, 70 Cal. App. 3d 424, 430 (Cal. Ct. App. 1977)).
Because corporations must act through agents, Linhardt contends that “[a]cts performed by the corporate
agents, in their official capacity, cannot reasonably [be] attributed to the agent creating personal
jurisdiction.” Id. at 8-9 (citing Colt Studio, Inc. v. Badpuppy Enterprises, 75 F. Supp. 2d 1104, 1119 (C.D.
Cal. 1999)). Therefore, Linhardt argues that personal jurisdiction cannot attach to him because of his
actions as an authorized agent of €360 and Bargain Drepot. Mot. at 8-9.

Plaintiff asserts that the Complaint alleges that Linhardt was personally involved in the actions
complained of which took place through plaintiff’s servers, located in California. Opp’n at 7 (citing
Seagate Technology v. A.J. Kogyo Co., 219 Cal. App. 3d. 696, 701-702 (Cal. Ct. App. 1990} (“Directors
are jointly hable with the corporation and may be joined as defendants if they personally directed or
participated in the tortious conduct.”); (citing also Compl. 1 5,8).}

Linhardt responds that “there are no allegations that even remotely demonstrate that Linhardt acted
in any capacity other than in an official one.” Reply at 7. Therefore, Linhardt argues that “personal
jurisdiction cannot attach to [him] merely because of his actions as an authorized agent of e360Insight and
Bargain Depot,” and therefore he must be dismissed from the suit. Id.

Neither party asserts facts concerning the other factors which the Court must balance such as, the
burden on the defendant, conflicts of law between the forum state and the defendant’s state, the forum’s
i

* The Complaint alleges that “Linhardt actively conrol[lled], managed, and approved all
_activities complained of herein.” Compl. §j 5. Additionally paragraph 8 alleges that “all
[d]efendants are doing the things hereinafter mentioned were acting within the course and scope
of their authority as such agents, servants, and employees with the permission, consent, and

encouragement of their co-[d}efendants.” Compl. § 8.
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interest in adjudicating the dispute, judicial efficiency, the plaintiff’s interest in convenient and effective
relief, and the existence of an alternative forum.

As with Moniker, the Court cannot determine from the record before it whether it would be proper
for this Court to assert general or specific personal jurisdiction over Linhardt. Therefore, the Court
continues Lindhardt’s motion to dismiss for lack of personal jurisdiction for 45 days to enable the parties
to conduct limited jurisdictional discovery.

III. DEFENDANTS’ MOTION TO DISMISS PURSUANT TO RULE 12(b)(6)

A. Legal Standard for Rule 12(b)(6) Motion to Dismiss

A Rule 12(b)(6) motion tests the legal sufficiency of the claims asserted in a complaint. A court
must not dismiss a complaint for failure to state a claim “unless it appears beyond doubt that the plaintiff

can prove no set of facts in support of his claim which would entitle him to relief.” Conley v. Gibson, 355
U.S. 41, 45-46 (1957); Cahill v. Liberty Mut. Ins. Co., 80 F.3d 336, 338 (9th Cir. 1996).

In considering a motion pursuant to Fed. R. Civ. P. 12(b)(6), a court must accept as true ail
material allegations in the complaint, as well as all reasonable inferences to be drawn from them. Pareto
v. ED.LC., 139 F.3d 696, 699 (9th Cir. 1998); Cahill, 80 F.3d at 338. The complaint must be read in the
light most favorable to the plaintiff. Sprewell v. Golden State Warriors, 266 F.3d 979, 988 (9th Cir.
2001); Parks Sch. of Bus., Inc. v. Symington, 51 F.3d 1480, 1484 (9th Cir. 1995). However, a court need
not accept as true unreasonable inferences or conclusory legal allegations cast in the form of factual

allegations. Sprewell, 266 F.3d at 988; Western Mining Council v, Watt, 643 F.2d 618, 624 (9th Cir.
1981).

Dismissal pursuant to Rule 12(b)(6) is proper only where there is either a “lack of a cognizable
legal theory” or “the absence of sufficient facts alleged under a cognizable legal theory.” Balistreri v.
Pacifica Police Dept., 901 F.2d 696, 699 (9th Cir. 1988).

Furthermore, unless a court converts a Rule 12(b)(6) motion into a motion for summary judgment,
a court cannot consider material outside of the complaint (e.g., facts presented in briefs, affidavits, or
discovery matertals). In re American Continental Corp. v. Lincoln Sav. & Loan Sec. Litig., 102 F.3d
1524, 1537 (9th Cir, 1996), rev’d on other grounds sub nom Lexecon, Inc. v. Milberg Weiss Bershad
Hynes & Lerach, 523 U.S. 26 (1998). A court may, however, consider exhibits submitted with or alleged
in the complaint and matters that may be judicially noticed pursuant to Federal Rule of Evidence 201. |n
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re Silicon Graphics Inc, Sec. Litig., 183 F.3d 970, 986 (9th Cir, 1999); Hal Roach Studios, Inc. v. Richard
Feiner & Co., 896 F.2d 1542, 1555 n.19 (9th Cir. 1989).

For all of these reasons, it is only under extraordinary circumstances that dismissal is proper under
Rule 12(b)(6). United States v. City of Redwood City, 640 F.2d 963, 966 (9th Cir, 1981).

As a general rule, leave to amend a complaint which has been dismissed should be freely granted.
Fed. R. Civ. P. 15(a). However, leave to amend may be denied “when the court determines that other facts
consistent with the challenged pleading could not possibly cure the deficiency.” Schreiber Distributing

Co. v. Serv-Well Furniture Co., 806 F.2d 1393, 1401 (Sth Cir. 1986); Lopez v. Smith, 203 F.3d 1122,
1127 (9th Cir. 2000).

B. Discussion

1. Whether the Claims Must be Pled With Requisite Particularity

Defendants contend that the motion to dismiss is proper because plaintiff has failed to plead his

claims with requisite particularity. Mot. at 12 (citing Khoury v. Maly’s of Cal.. Inc., 14 Cal. App. 4th 612,
619 (1993) for the proposition that a plaintiff alleging a violation under Cal Bus. & Prof. Code § 17500, of
which Section 17529.5 is a subpart, requires a statement with reasonable particularity as to the facts
supporting the statutory elements of the violation). Defendants assert that the Complaint fails to state who
sent the e-mails, how all of the defendants violated the Code, and what was false in the headers and
subject lines at issue. Mot. at 13. Defendants also note that, although plaintiff alleges that he has received
87 illegal e-mails, he has failed to attach any to the Complaint. Id.

Defendants further argue that, pursuant to Federal Rule of Civil Procedure 9(b) (“Rule 9(b)”),
plaintiff must plead “all averments of fraud or mistake” and “the circumstances constituting fraud or
mistake” with particularity. Mot. at 13, Defendants rely on Asis Internet Services v. Optin Global, Ine.,
2006 U.S. Dist. LEXIS 46309 at *15 (N.D. Cal. 2006), wherein the district court held that some of
plaintiff’s claims had not met the Rule 9(b) particularity requirement.

Plaintiff responds that the heightened pleading requirements of Rule 9(b) do not apply because his
allegations are not grounded in fraud. Opp’n at 10. Plaintiff asserts that a comparison of the elements
required to establish violations of Section 17529.5 and the CAN-SPAM Act with the elements required to
establish fraud make plain that the alleged violations of the statutes do not constitute “averments of fraud
or mistake™ that would trigger the applicability of Rule 9(b). Opp’n at 11. Specifically, plaintiff argues

CV-90 (06/04) CIVIL MINUTES - GENERAL Page 10 of 21






